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Motivation 



Code Injection Attacks 



Code Injection Attacks 
�  Memory corruption attacks are among the most 

common techniques used to take control of  
programs.  

�  By injecting its own code and diverting program’s 
execution, an adversary can often get complete 
control over the compromised program.  



Code Injection Types 
�  buffer overflow attack 

�  use-after-free vulnerabilities 

�  heap overflow  



Our Focus 



Our focus 
�  Protection against heap overflow attacks 

�  An attacker over-writes a chunk of  heap memory 

�  Recent example GHOST vulnerability in GLibc 

�  In the remote (cloud) setting 

�  Software-only (no trusted hardware requirements) 

�  Provable security 

�  Efficiency and practicality 



Existing Solutions 



Existing Solutions 

�  Vary greatly in terms of  security guarantees, 
performance, utilized resources (software or 
hardware-based), etc.  

�  Are implemented and deployed in many systems to 
prevent a number of  attacks in practice. 

�  But their constructions are only appropriate in the 
context of  local systems.  

 

Stack and heap 
canaries 

Address space layout 
randomization (ASLR)  



Stack Canaries 
�  Small random values are placed to stack just before 

return pointers 

�  In order to over-write the return pointer (and take 
control of  the process), the attack would have to 
over-write the canary 

�  Canary values can be checked before using the 
pointers 



Heap Canaries in Remote Setting 

�  In the remote (e.g., cloud) setting, we would need 
to keep track of  all locations of  heap canaries and 
validate their integrity upon request. 
�  incurs noticeable performance overheads 
�  requires a trusted communication channel between 

the program and a remote verifier.  



Remote Memory Attestation (RMA) 
Protocol 



RMA protocol syntax 
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RMA protocol syntax 
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Security Model for  
Remote Memory Attestation Protocol 



�  If  the cloud is completely untrusted, we cannot 
guarantee security without relying on secure hardware. 

�  Hence we need to trust the cloud to a certain degree, 
but at the same time we want to avoid changing the 
operating system there.  

�  We create another entity, a wrapper, that is not directly 
affected by the program, unless an adversary bypasses 
the protection boundary provided by an operating 
system.  

�  The wrapper acts as the local prover to the remote 
verifier. In practice the wrapper is a separate process 
that gets memory access via ptrace mechanism.  



Security Experiment 
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Security Experiment 

Mem Run Interactive Verification 



Security Experiment, Last Stage 

Mem 



Security Experiment, Last Stage 

Mem 

Interactive Verification 

A wins if  the verifier accepts 



RMA Constructions 



RMA in the RO model 
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RMA in the RO model 

Verifier 

K 

Challenge 

Resp=H(K,Challenge) 

Accept iff  
Resp=H(K,Challenge) 

Update algorithm re-randomizes the key shares 



RMA in the RO model 
 

�  We prove that this simple RMA protocol is secure in 
the RO model given that  
�  the attacker over-writes a block between updates 
�  the attacker cannot read the whole memory 

�  the secret sharing scheme is proactive secret sharing 
with extra properties (satisfied by the simple XOR 
construction). 



RMA in the standard model 
�  Is it possible to avoid ROs and stay practical? 

�  What if  we use a MAC in place of  the hash? 
�  We need a tamper-resilient MAC 

�  No efficient constructions known 



RMA in the standard model 

Verifier 

K,sk 

Challenge 

Resp=EncChallenge (pk,K) 

Accept iff  
K=DecChallenge (sk,Resp) 

pk 



Choice of  encryption 
�  An IND-CCA scheme (e.g. Cramer-Shoup) would 

work for us 

�  But it’s an overkill 

�  IND-PCA (.. plaintext-checking attacks) [OP01] is 
sufficient 
�  Instead of  the decryption oracle the attacker has an 

oracle that checks whether input message M is the 
right decryption of  input ciphertext C. 



Security  
�  We prove that this scheme is secure given that  

�  the attacker over-writes a block between updates, 

�  the attacker cannot read the whole memory, 
�  the secret sharing scheme is proactive secret sharing 

with extra properties (satisfied by the simple XOR 
construction), 

�  The encryption scheme is IND-PCA. 



Choice of  encryption 
�  “Short” Cramer Shoup by Abdalla et all. is IND-PCA 

�  We optimize it for our protocol 



RMA in the standard model 

Verifier 

l

Accept iff  

– SS(1) runs (pk , sk) $ KeyGen(1) and returns (pk , sk)
– Init is as in Construction 51.
– Extract on input Ms parses Ms as M1ks1k . . . kMn

ks
n

, runs s KR(s1, . . . , sn)
and returns (M, s).

– MV on input s picks l $ {0, 1}l() and sends l to MA

– MA on input Ms gets l from MV and does
• (M, s1, . . . , sn) Extract(Ms),
• C

$ Encl(s) and
• send C to the verifier.

– MV on input C calculates s0  Decl(C) and returns the result of s ?
= s0.

– The Update algorithm is as in Construction 51.

The intuition behind security of the construction is as follows. The prover sends the
encrypted secret (for some label chosen by the verifier) to the verifier; the goal of the
adversary is to (eventually) create a new ciphertext of the same secret under a new label
received from the verifier. If this is possible, a plaintext-checking oracle would allow to
distinguish such an encryption from the encryption of a different secret. The following
proposition establishes the security of the above construction. The proof is in [11].

Theorem 4. If SSh is a refreshable secret sharing scheme with secret privacy, oblivious
reconstructability and share unpredictability and ⇧ = (KeyGen, Enc,Dec) is an IND-
PCA secure then enc2rma(⇧) defined by Construction 52 is a secure RMA scheme with
respect to L, T and any efficient but restricted adversary defined in Theorem 3.

OPTIMIZATION. The above theorem establishes that we can instantiate an RMA scheme
using the SCS scheme that we presented in Section 4. It turns out that we can further
optimize the communication complexity of that protocol (where each interaction requires
the prover to send three group elements) by observing that the verifier already has the
plaintext that the ciphertext it receives should contain. In this case, the prover does not
have to send the second component of the ciphertext (as this component can actually be
recomputed by the verifier using its secret key). For completeness, we give below the
relevant algorithms of the optimized scheme.

Construction 53 [SCS-based RMA.]

– SS(1) obtains G and (h, c, d), (x, a, b, a0, b0) by running KeyGen
SCS

(1).
– MV on input s picks l $ {0, 1}l() and sends l to MA

– MA on input Ms and (h, c, d) gets l from MV, obtains the shares of the secret
via (M, s1, . . . , sn)  Extract(Ms), and samples random coins r 2 [|G|] and
computes (u = gr, e = hr ·m, v = (c · d↵)r), where ↵ = H(l, u, e). It sends (u, v)
to the server.

– MV on input its secret key (x, a, b, a0, b0) the challenge l and secret s operates as
follows on input (u, v) from the prover and returns the result of the comparison
v = ua+↵a

0 · (ux)b+↵b

0
, where ↵ = H(l, u, ux · s).

The following security statement follows directly from Theorem 4 and Theorem 2.
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C⇤  Encl⇤(pk, xb)
b0  AOPCA(·,·)(C⇤)

Return b0

Oracle OPCA(x, (l, c))):

x0  Decl
⇤
(sk, c)

if x = x0 return 1

else return 0

Figure 6: Game defining indistinguishability under plaintext-checking attacks for the security of labeled encryption
scheme ⇧ = (KeyGen, Enc,Dec).

A.2 Short Cramer-Shoup

Construction A.2 [Short Cramer-Shoup (SCS)] The algorithms of the scheme use a collision resistant hash
function H and are as follows.

• The key-generation, on security parameter , outputs a group G together with generators g, h (for security
parameter ). It selects a secret key sk = (x, a, b, a0, b0) at random from [|G|]. The corresponding public
key is (c, d, h) = (h = gx, c = gahb, d = ga

0
hb

0
).

• The encryption of m with label l under public key (c, d, h) is obtained by sampling random coins r 2 [|G|]
and computing C = (u = gr, e = hr ·m, v = (c · d↵)r), where ↵ = H(l, u, e).

• To decrypt using secret key sk = (x, a, b, a0, b0) the ciphertext C = (u, e, v) for label l one computes
m  e/ux and checks that v = ua+↵a0(e/m)b+↵b0 , where ↵ = H(l, u, e). If the equality succeeds the
decryption outputs m, otherwise it outputs ?.

B Proof of Theorem 5.2.

Our proofs follow the “game hopping” technique [11, 40] by considering a sequence of games associated with an
adversary.

In the description of the games below we write s0 for the secret that is selected in the initialization phase (i.e.
the secret whose shares are placed in the memory). The proof relies on the observation that for the class of RMA
adversaries that we consider, we can translate any query of an adversary towards its Read oracle to a query reading
a share (of the secret) from the memory; similarly we translate each query of the adversary to its Tamper oracle to
a query overwriting a share of the secret with some constant that the adversary chooses. Key to our proof is that
the restriction we place on a valid RMA adversary implies that at any point during the execution there is at least
one share which is not red by the adversary and which is in fact unpredictable. In turn, this implies that the secret
itself is unpredictable and therefore the adversary should not be able to convince the verifier that it “knows" it.
The difficulty in the proof is to argue the unpredictability of the secret as the adversary can intertwine reading,
writing, and updating the shares.

The games that we use are as follows.
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security guarantee.
Finally, a recent paper [28] addresses the problem of a virus detection from a provable security perspective.

The authors introduce the virus detection scheme primitive that can be used to check if computer program has
been infected with a virus injecting malicious code. They describe a compiler, which outputs a protected version
of the program that can run natively on the same machine. The verification is triggered by an external verifier.

Even though the considered problems and the basic idea of spreading the secret shares are similar, the treatment
and the results in [28] are quite different from ours. The major difference is that the attacker in the security model
of [28] is not allowed to learn any partial information about the secret shares. Our security definition, in turn, does
take partial leakage of the secret into account. Their security definition, however, allows the attacker to learn the
contents of the registers during the attack. This is not a threat in our setting since the computations happen within
the trusted wrapper. Also, their solutions do not rely on the PKI, which is a plus. The other important difference is
that the proposal in [28] is mostly of theoretical interest, while our solution is quite efficient. The work [28] has
additional results about protection against tiny overwrites but that requires CPU modifications.

2 Notation

We denote by {0, 1}⇤ the set of all binary strings of finite length. If X is a string, then |X| denotes its length in
bits. If S is a set, then |S| denotes the size of S; X $ S denotes that X is selected uniformly at random from S. If
A is a randomized algorithm, then the notation X $ A denotes that X is assigned the outcome of the experiment
of running A, possibly on some inputs. If A is deterministic, we drop the dollar sign above the arrow. If X,Y are
strings, then XkY denotes the concatenation of X and Y . We write L :: a for the list obtained by appending a to
the list L and L[i, . . . , j] for the sublist of L between indexes i and j. We write id for the identity function (the
domain is usually clear from the context) and write US for the uniform distribution on set S. If n is an integer we
write [n] for the set 1, 2, . . . , n. For an integer k, and a bit b, bk denotes the string consisting of k consecutive “b”
bits.

3 Remote Memory Attestation

3.1 Syntax

We start with defining the abstract functionality of remote memory attestation (RMA) protocol.

Definition 3.1 [RMA protocol] A remote memory attestation protocol is defined by a tuple of algorithms
(SS, Init, (MA,MV), Update, Extract) where:

• The setup algorithm SS takes as input a security parameter 1 and outputs a pair of public/secret keys
(pk , sk). (SS is run by the verifier.) This output is optional.

• The initialization algorithm Init takes as input a bitstring M (representing the memory to be protected), a
public key pk and the secret key sk and outputs a bitstring Ms (that represents the protected memory), and a
bitstring s (secret information that one can use to certify the state of the memory).

• The pair of interactive algorithms (MA,MV), ran by the prover and verifier resp., form the attestation
protocol. Algorithm MA takes as inputs the public key pk and a bitstring Ms and the verifier takes as inputs
the secret key sk and secret s. The verifier outputs a bit, where 1 indicates acceptance, and 0 – rejection.

• The update algorithm Update takes as input a bitstring Ms and outputs a bitstring Ms
0 (this is a "refreshed"

protected memory). It can be ran by the prover at any point in the execution.

5

• The Extract algorithm takes as input a bitstring Ms (representing a protected memory) and outputs a
bitstring M (represented the real memory protected in Ms ) and secret s. This is used in the analysis mostly,
but also models how the OS can read the memory.

The correctness condition requires that for every (pk , sk) output by SS, every M 2 {0, 1}⇤, and every (Ms , s)
output by Init(M, pk , sk), the second party in (MA(pk ,Ms),MV(sk , s)) returns 1 with probability 1. Also,
Extract(Ms) = (M, s0) for some s0 with probability 1. These conditions should hold even for an arbitrary number
of runs of Update protocol.

In practice the remote verifier initializes the wrapper with the secret before being sent to the cloud. The
wrapper later acts as the local prover to the remote verifier. In practice the wrapper is a separate process that gets
memory access via ptrace mechanism.

3.2 RMA Security

We now formally define the security model for an RMA protocol, which is part of our main contributions.
We consider an attacker who can read the public key (if any), and can observe the interactions between the

prover and the verifier. The attacker works in two stages. In the first stage of its attack, it can read arbitrary
parts of the memory and can over-write a part of the memory by injecting data of its choosing. In this phase, the
adversary can observe and interfere with the interaction between the prover and the verifier. This is captured by
giving the adversary access to the oracles that execute the interactive RMA protocol; in particular, the adversary
can chose to observe a legitimate execution of the protocol by simply forwarding the answers of one oracle to
the other. Of course, the adversary can choose to manipulate the conversation, or even supply inputs of its own
choosing. Also, at any point, the attacker can request that the shares of the secret get updated. In the second
stage the adversary specifies how it wants to alter the memory (where and what data it wants to over-write). The
memory is modified, one extra update is performed, and then the attacker can continue its actions allowed in the
first stage, with the exception that it is not given the ability to read the memory anymore. This captures the fact
noted in the Introduction, that security is only possible if the memory update procedure is performed in between
the read and write, which can be arbitrary and thus leave the secret intact (by reading and over-writing it).

We say that the adversary wins if it makes the verifier accept in the second stage, despite the memory being
modified by the attacker. This captures the idea that the verifier does not notice that the memory has been corrupted.

We observe that it is necessary to restrict the adversary’s abilities, for a couple of reasons. First, as we
mentioned in the Introduction, no security may be possible if an attacker’s queries are unrestricted. For instance,
the adversary may read the whole memory in between the secret updates or it could read a block and immediately
over-write it maintaining intact the associated secret share. Moreover, note that an adversary who can over-write
memory bit by bit, could eventually learn the whole secret by fixing each bit for both possible values, one by one
and then observing the outcome of the interaction between the prover and the verifier. In short, no security is
possible if we do not impose (reasonable) restrictions on the adversary.

Second, it seems unlikely that a unique solution suffices to protect against a wide class of attacks and that
different solutions would work for different applications and classes of attacks. Yet, we would want to avoid
providing a diffrent security definition for each individual scenario.

Accordingly, we state security with respect to abstract classes of functions that parametrize the read and write
queries that model the legitimate read and tamper requests the attacker can do. This allows our definition to be
quite general; we leave it to the theorem statements for particular protocols and applications to specify these
classes and hence clarify the scope of attacks the protocol prevents against.

We now present the formal definition and then follow with further informal explanations of how the definition
captures practical threats.

Definition 3.2 [RMA scheme security.] Let L and T be two classes of leakage and tampering functions.
Consider an RMA protocol ⇧ = (SS, Init, (MA,MV),Update,Extract). We define its security via the experiment
Exp

rma-(L,T )
A,⇧ involving the adversary A which we present in Figure 1.
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be sent 



Implementation 
�  We implemented a prototype system that supports 

arbitrary programs without any modification. 

�  We implemented both, the hash- and encryption-based, 
protocols. Interestingly, both protocols showed similar 
performance. 

�  This is because the significant part of  the performance 
overhead comes from the implementation of  the custom 
memory allocator, side-effects of  memory fragmentation 
and network bandwidth, which all make the differences 
in times of  crypto operations insignificant.  

�  Our evaluation shows that the prototype incurs very 
small performance overheads.  



RMA in the RO model 

Mem 

Interactive Verification 

A wins if  the verifier accepts 



Related works 
�  There are several works in the area of  software 

based attestation.  

�  But their adversarial model is different. 



Related works 
�  Recent work by Lipton, Ostrovsky and Zikas 

proposes a provably secure scheme for virus 
detection. 

�  They describe a compiler, which outputs a 
protected version of  the program that can run 
natively on the same machine.  

�  The basic ideas are similar but treatment and 
results are different. 



Related works 
�  In their model, the attacker is not allowed to learn 

any partial info about secret shares, but is allowed 
to read the registers. 

�  Their proposal is mostly of  the theoretical interest 
as it relies on leakage-resilient encryption, but our 
solution is practical. 



Conclusions 
�  We initiated the study of  provably secure remote 

memory attestation;  

�  We concentrate on provably detecting heap-based 
overflow attacks with a remote verifier. 

�  We presented two protocols offering various 
efficiency and security trade-offs (but all solutions 
are efficient enough for practical use as our 
implementation shows) that detect the presence of  
injected malicious code or data in remotely-stored 
heap memory.  



Open Problems 



Thank you!  
Questions? 


