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Modeling Adaptive Security

Modular Composition | Universal Compositio
[Canettl 00 [Canetti0]]

Sequential composition Concurrent composition

Synchronous protocols Asynchronous protocols

(Mostly) noninteractive

. Interactive environment
environment

Inputs aregiven statically Inputs are given dynamically
before the computation during the computation



Feasibility Result [CLOJ]

1. Semthonestprotocol in the plain model

—~+

I Round complexity i5 (Q) Q= depth ofthe circui

2. Semihonest to maliciougsompilerin CRSnodel
I Roundcomplexityblowsup byconstant factor

3. Maliciousprotocol InCRS$nodel
i Round complexity i5(Q)

Semihonest | | Malicious



ConstantRound Protocols

Constantround adaptive MPCCGHEL5| [DKFELS| [GHL5]

I Inthe CRS model, also for teemirhonestcase

I CRS contains obfuscated program that gets the circuit as inp
t Thesize of the CRgows with thesize of the circuit

Constantround in RAM mode|CF26]
I Thesize of the CRgows with thesize of the inputs




Protocols with Short CRS

Semihonest setting
I No CRS (plain model)

Malicious setting

I  CRS independent of the circuit
(depends only on security parameter)

Can useCLO®?2| compiler



Outline

1. NonInteractive NCE Iin UC framework
2. Protocols with round complexity independent of circu

3. Constantround protocols for class of functions
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Secure Message Transmission (SM
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Statically Secure Protocol
nH 00E )

A Use publigkey encryption (PKE)

A Simulation:
I Both parties are honest, encrypt
i One party corruptedi learnsa and encryptsx

PKE can be defined as a aateractive
(¢-round) protocolstaticallyrealizes.




AdaptiveCorruptions

A Using PKE simulation fails when parties start honest

A [CFGI®D6] definedNon-Committing EncryptioiNCE)
ase¢ -party protocol thatadaptivelyrealizes.

A [DNDO| definedstrongNCEasc¢-party protocolthat
adaptivelyrealizes (in [Canett@O])

A Both definitions and constructions aiteractive
A Can definenon-interactiveNCE as-round protocol

A [CLO®?] provided a simpler definition



Non-Interactive NCE

Definition: A PKE schen(@'QHO & o ‘Q)dwith
algorithm™Y Qs noninteractive NCE ifa N {rip}
the distributions are comp. indistinguishable

A Honest view of encryption af
MBh A "nQ00 N hw Ot@wn )}

A Simulated encryption explained far
mMBE F (T RN YR )
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Problem

A Simulation is valid if inputs are givbeforethe
computation begins (as in modular composition)

A In UC inputs ardynamicallygenerated
A Need to simulate corruptions before inputs are giv
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Problem

A Simulation is valid if inputs are givbeforethe
computation begins (as in modular composition)

A In UC inputs ardynamicallygenerated
A Need to simulate corruptions before inputs are giv
N 0E@N )




Problem

A Oncen ® (or” ) are fixedgdis committing
A civon@decrypt to randonti with noticeable prob.




Adjust the Simulation

A Simulation ofonly after sender activated witb

A nlearnsa from ideal functionality (receiver corrupt)
A nencryptsN O¢ (6 @ N )




Adjust the Simulation

A Simulation ofonly after sender activated witb

A nlearnsa from ideal functionality (receiver corrupt)
A nencryptsN O¢ (6 @ N )




Adjust theSimulation 2)

A We show how to combineommittingand
non-committingciphertexts insimulation

‘Thm If norinteractive NCE exists, then

can be adaptively UC realizedgimounds
| _oN O¢@nN )
S OF




Application: Oblivious Transfer (OT

Augmented NCE
i Oblivious sampling of public keys'® 0 "Od@E )
I Invertible sampling
MR AQ00qe MIDH® OO0 (n W0 0@ )}



Adaptive OT [CL@2]
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Adaptive OT [CL@2]

’ - Y ‘?’Q N “O'Q N ~
4 g N ® )
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Simulation (semhonest)

A nsimulate usind ) "Gué’ 5B R H )N YQ@ )
(n g (H R R 5N YO® )

A Upon receiver corruptiom) learnsadtt  and provides
randomness



Adaptive OT [CL@2]

.~ 1O N "OQ® y
a B N ® )
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N 0¢@Qh )

wN O¢@Qhr )
Simulation (semhonest)
A nsimulate usind ) "Gué’ 5B R H )N YQ@ )
(h ud’ H B RH RN YQ@ )

A Upon receiv?r__ corruption, Iearn@and provides

randomnes

[ See the paper for detail}s ﬁ& output]




Round Complexity Independent of

B S CARTOONSTOCK
O COIT]

"Your proposal is written with clarity and
conviction. Send it up to legal for obfuscation.”



Indistinguishabllity Obfuscation (10

0 o=

Candidate constructiof>GHRSWY 3]

Nice property the depth of the obfuscation circuits
iIndependent of thecircuit to obfuscate




Non-Committing 10

{C><>/TA}

All circults are functlonally equwalen
Def: (QBYCQ YA ) is noncommitting iO fors if

A “YX) generates canonical obf. circuitfor 3

A Given any ¥ 3, Y& can explaim as‘Q{0)

r N (O R
<> Yo (65 ) | D <> |
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Non-CommittingiO @)

Bad news

If NCiOfor circuits exists
t poly-time solution tocircuit equivalencéco-NP)
t polynomial hierarchy collapses

Goodnews:

Circuit equivalence Is easy foonstant circuits
(no Input wires)

Thm If NCiOfor constant circuits exists
thenm adaptive SFE protoculith short CRS
whose round complexity is independent @f




Protocol Idea

1. Circuit® : hardwire o ho to 6
2.Obfuscated ™QUo N $ i)




Protocol Idea
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Simulation idea

&

15t corruption: learnw hwand randomly sample
Computed N "Y&Q obfuscated constant circuit with outpub



Protocol Idea

a%g
00?‘\ 1. Circuitd : hardwire o ho to 6

A/(JOFI/
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Simulation idea

5

5

15t corruption: learnw hwand randomly sample
Computed N "Y&Q obfuscated constant circuit with outpub

2nd corruption: learnm hwand computed  (usingd ho Foo )
Computel N Y& (6hd Jandseti 1§ |



Constant Round for
OneSided Pohbize Domain




ConstantRound Protocol

Thm Assume adaptively secure OT exist

A Qs deterministiog-party functionality

Ao v 00 {rp} Ol 1 ¢ &k

Ac N {rip}

ThenCcan be adaptively realizagith short CRS
In constant number of rounds

Optimistic view. feasiblility result

Pessimistiosziew: to rule out constarround
protocols in general, considsuperpoly domain
or randomizedfunctions



Summary

1. How to simulate noanteractive NCE in UC

2. NCIO iIs complete for round complexity ind. of circuit
3. Constantround protocols for class of functions
Open questions

A Does NCiO for constant circuits exist?

A Find more functions that have constaratund
protocols with short CRS
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